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Abstract
Organizations are integrating Large Language Models with internal
knowledge bases to enhance knowledge retrieval and decision sup-
port. However, applying Retrieval-Augmented Generation systems
in domains with sensitive data presents challenges such as weak or
insufficient access control, inadequate metadata filtering, and lower
precision or answer relevancy in the retrieved responses. For exam-
ple, without proper access control mechanisms, sensitive patient
information could be inadvertently exposed to unauthorized users.
Furthermore, inadequate metadata filtering can lead to the retrieval
of irrelevant or incomplete information, which reduces the accu-
racy and relevance of the response. This paper proposes a novel
framework that integrates Metadata Filtering with fine-grained
Role-Based Access Control to ensure both secure and accurate re-
trieval. By allowing metadata to serve as both a filtering mechanism
and an enforcement tool, the system narrows search results while
maintaining compliance and accountability. A proof-of-concept
implementation using patient profile data demonstrates its effec-
tiveness in secure AI-driven knowledge management.

CCS Concepts
• Information systems→ Query languages; Data management
systems.
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1 Introduction
Organizations are increasingly applying Large Language Models
(LLMs) to internal data to support decision-making and improve
operational efficiency [4]. Retrieval-Augmented Generation (RAG)
systems, which retrieve relevant documents from a knowledge base
before generating a response, have gained traction for their ability
to providemore accurate and up-to-date answers without retraining
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the model [9, 31, 35]. However, as RAG systems are introduced in
sensitive domains such as healthcare, concerns around security,
data privacy, and retrieval quality become more pressing [19, 30].
For example, not all healthcare data should be accessible to every
user, as some records may be restricted based on professional roles
or regulatory requirements.

One critical limitation is that many RAG pipelines retrieve docu-
ments solely based on textual similarity, without considering access
permissions or user context. This increases the risk of exposing con-
fidential information to unauthorized users. Moreover, systems that
rely on fine-tuning LLMs are often impractical for enterprise use:
they are costly to update, hard to customize for rapidly changing
data, and lack mechanisms for enforcing user-specific access rules
[28]. While RAG can address some of these issues by separating
retrieval from model training, challenges in retrieval accuracy and
access control remain [10, 31].

This work explores howmetadata can help address both retrieval
relevance and data protection. Metadata associated with documents,
such as document type, access role, or creation time, can be used
to filter search results before they are passed to the LLM. This
enables role-based access control during retrieval, ensuring users
only see information they are authorized to access. It also helps
return results that are more contextually appropriate.

We present a framework that integrates metadata filtering with
fine-grained access control in a RAG pipeline. The proposed ap-
proach constructs metadata-aware filters based on query intent
and user roles, retrieves information accordingly, and uses the fil-
tered results to generate responses. A proof-of-concept system in
the healthcare domain illustrates how this method enforces strict
access policies while maintaining response quality. This study ex-
pands on our earlier poster work at ACM SAC 2025 [8], providing
a more complete system design and evaluation.

The rest of the paper is structured as follows: Section 2 reviews
relevant background. Section 3 presents our system design and ar-
chitecture. Section 4 describes the proof-of-concept implementation
in the healthcare domain, and reports evaluation results. Section 5
discusses limitations and future work. Section 6 concludes the study.

2 Background
2.1 Generative AI
Generative AI [22] creates content such as text, images, and video
based on user prompts. Unlike models that analyze existing data,
generative AI learns patterns from large datasets to produce original
outputs. These models can be classified into unimodal (single type
of output) and multimodal (multiple types of output).

The field has evolved from proprietary, large-scale systems to
more accessible, open-source tools. Advancements in models like
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StableLM [6], Mistral [18], and Llama2 [23] show the potential to
perform comparably to leading proprietary models [26, 37].

Key components of the generative AI technology stack encom-
pass various essential elements that work together to enable the
development and deployment of AI applications. Machine learning
frameworks like TensorFlow, PyTorch, and Keras provide the neces-
sary tools and application programming interfaces for building and
training generative models, while data preprocessing tools such
as Apache Spark and Hadoop manage and prepare large datasets
for analysis. Python is one of the primary programming languages
for AI model development due to its extensive libraries and strong
community support. Additionally, deployment tools and cloud plat-
forms from providers like Amazon, Google, and Microsoft offer
the computational power and scalability required to run genera-
tive AI systems efficiently. Together, these components create an
environment for developing generative AI applications.

A subset of generative AI is Conversational AI, which lever-
ages LLMs to create chatbots and virtual assistants [11]. Three
approaches can be applied to integrate conversational AI with pro-
prietary or domain-specific data: system prompts, fine-tuning, and
RAGs. First, system prompts involves embedding task-specific in-
structions directly into the model prompts. This method guides the
AI’s responses to generate more accurate and contextually relevant
outputs tailored to specific tasks. Second, fine-tuning refines the
LLM on domain-specific data, optimizing the model for special-
ized tasks by adjusting the model’s weights based on new data.
This enhances the model’s ability to understand the context and
terminology pertinent to specific domains such as healthcare or
technical support. Third, utilizing a RAG approach improves LLM
responses by retrieving and referencing external knowledge bases.
This allows access to real-time or proprietary information that the
model was not initially trained on, thereby enhancing response
accuracy and relevance by combining generative capabilities with
real-time information retrieval.

2.2 Retrieval-Augmented Generation
RAG enhances the performance of LLMs by integrating external
knowledge bases, which enables more accurate and contextually
relevant responses without the need for model retraining [17]. The
RAG process begins with data collection and chunking, where data
are gathered and segmented into smaller, searchable chunks. These
chunks are then transformed into vectors using pre-trained mod-
els, such as those based on embeddings, for efficient indexing and
search. Subsequently, the vectors are stored into a vector database
using the same embedding space, meaning that similar vectors log-
ically reside close to each other. When a natural language query is
submitted, the query is transformed into a search vector, which is
consequently used to retrieve approximate nearest neighbor vec-
tors. These nearest vectors (or documents associated with them)
are used to provide additional context for the LLM [35].

Recent research has explored the application of RAG combined
with LLMs for generating test scenarios from natural language
requirements, demonstrating its effectiveness in addressing prac-
tical problems in software development [3]. This highlights the
versatility of RAG beyond healthcare and oncology, reinforcing its
potential to enhance LLM capabilities across various domains.

Frameworks such as LlamaIndex [21], LangChain [20], and Auto-
Gen [24] play key roles in facilitating LLM applications. LlamaIndex
enhances LLM capabilities by focusing on the ingestion, organiza-
tion, and retrieval of private data, offering an interface for indexing
large text datasets and integrating them into LLM workflows [33].
LangChain simplifies the development of interactive LLM applica-
tions with features that enhance data awareness and usability [20].
AutoGen automates the LLM process using multiple agents to man-
age complex workflows and coordinate multi-agent conversations
[24].

2.3 Enhancing Retrieval Accuracy in RAG
Recent research identifies several complementary strategies for
improving RAG accuracy. For example, retrieval should optimize
for both relevance and coverage. Standard top-k nearest-neighbor
retrieval can return redundant content, limiting recall. Coverage-
aware selection methods can reduce redundancy while preserv-
ing relevance, increasing the chance of retrieving all necessary
facts [27]. On the other hand, adapting the retriever to the target
domain can improve both precision and recall [34]. Finally, in criti-
cal domains where factual errors can cause serious consequences,
re-ranking based on both factuality and topicality has been shown
to boost precision. Combining lexical or embedding-based simi-
larity with factual accuracy scores prioritizes documents that are
both relevant and factually supportive [36]. Implementing these
strategies typically demands additional computational resources
and careful system design.

2.4 Metadata and Its Role in AI
Metadata is data about data, providing essential attributes that help
categorize, sort, and filter information. It enhances data organi-
zation, retrieval, and management by describing characteristics
such as format, source, creation date, and classification criteria. Un-
like primary data, which consist of factual records or observations,
metadata serves as contextual information that aids in interpreta-
tion and usability [5]. For example, in document-based systems,
metadata such as file names, authors, and timestamps enable more
efficient data retrieval [2].

In RAG systems, metadata plays a crucial role in both preprocess-
ing and retrieval. During preprocessing, metadata help organize
and structure data, such as medical records, research papers, and
clinical notes by filtering and categorizing the data before storage.
This organization enhances retrieval efficiency, enabling the system
to locate relevant information quickly. During retrieval, metadata
refines search results, ensuring more accurate and context-specific
outcomes [2]. For example, in healthcare systems, metadata can
filter medical guidelines based on a patient’s condition, ensuring
that only relevant treatment protocols are retrieved [38].

Moreover, metadata is integral to supporting time-aware RAG.
By associating metadata such as document timestamps or creation
dates, systems can prioritize the most up-to-date data, ensuring
that the information retrieved is both current and relevant [14].
Additionally, metadata can enhance security through fine-grained
access control, ensuring that only authorized personnel can access
sensitive data such as patient records in a healthcare setting. Fur-
thermore, incorporating metadata into the LLM prompt can provide
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contextual information, like the publication date of a medical study,
helping the model generate more precise and relevant responses.
By leveraging metadata, RAG systems can potentially improve the
accuracy, security, and contextuality of information retrieval.

2.5 Role-Based Access Control (RBAC)
Role-Based Access Control (RBAC) is a widely used model that
assigns access permissions based on user roles, helping enforce
least-privilege principles in enterprise systems [32]. In domains
such as healthcare, RBAC is critical for ensuring that only autho-
rized users can access sensitive data.

In addition to traditional role-based models, prior work has ex-
plored higher-level policy specification languages and visual frame-
works to simplify access management and reduce configuration
complexity. One example proposes a visual, computer-managed
framework that enables flexible and intuitive access control in en-
terprise applications [15].

This paper adopts the simple RBACmodel in the context of gener-
ative AI, applying it to domain-specific applications where sensitive
data access must be tightly controlled. The approach integrates role-
based constraints with metadata filtering in a RAG system to enable
secure and permission-aware information retrieval.

2.6 Concerns in Applying LLMs to
Domain-Specific and Enterprise Data

Using LLMs in domain-specific or enterprise data contexts such as
healthcare, presents potential challenges. One issue is the dynamic
nature of enterprise data, which is continuously updated. This
presents difficulties for LLMs to remain accurate and up-to-date
[12]. For example, patient records can change frequently, and any
delay in updating these data sources could lead to outdated or
incorrect results from an LLM, undermining its trustworthiness.

Furthermore, access control and permissions are crucial to en-
suring that sensitive enterprise data, such as medical records can
only be accessed by authorized individuals. Without mechanisms
for fine-grained role-based access control (RBAC), there is a risk of
unauthorized access, which can compromise the security of sensi-
tive information [30]. This is particularly important in healthcare,
where unauthorized access to patient data can have serious legal
and ethical consequences [16]. Therefore, systems utilizing LLMs
in enterprise data environments must incorporate precise access
control and high-precision retrieval mechanisms to ensure data
privacy.

For LLMs to be deployed effectively in these contexts, they need
to combine dynamic adaptability, high precision in information re-
trieval, and trustworthy access control systems to maintain both the
accuracy and security of sensitive data. Ensuring these capabilities
is fundamental to leveraging AI safely and ethically in enterprise
and domain-specific applications. The next sections, we present a
design and proof-of-concept implementation of a system intended
to address these challenges.

3 System Design
Our system integrates two core concepts: LLM metadata filtering
and Role-Based Access Control (RBAC), which together ensure
secure and efficient retrieval in a Retrieval-Augmented Generation

(RAG) pipeline. The system is designed to filter data both seman-
tically and according to user permissions, ensuring access to only
relevant and authorized information. The system architecture is
shown in Fig. 1 and consists of two main phases: ingestion and
query processing.

Figure 1: System Architecture

3.1 Ingestion Process
In the ingestion phase (Fig. 1, upper part), raw patient records are
transformed into metadata-enriched vector embeddings. The key
steps include:

(1) Chunking: Each input document contains multiple ques-
tion–answer (QA) pairs. These are split into individual QA
pairs, so that each pair forms a separate chunk for retrieval.

(2) Metadata Extraction: Structured metadata such as question
ID (qid) and question type (qtype) is extracted from the
source format (e.g., XML attributes). The qtype categorizes
the content into medically meaningful classes such as symp-
toms, treatment, or billing.

(3) Embedding Generation: Each chunk is encoded into a vector
representation that captures its semantic meaning.

(4) Storage in Vector Database: Embeddings are stored alongside
their metadata in a vector database. This enables future re-
trieval based on both semantic similarity and access-aware
metadata filtering.

3.2 Query Processing
The query processing phase (Fig. 1, lower part) ensures that re-
sponses are both semantically relevant and access-controlled. The
system processes a query through the following steps:

(1) Permission Retriever : The user’s role and associated access
rights are retrieved from a permission database, which maps
user roles to allowed qtype categories.

(2) Metadata Extraction: An LLM analyzes the user query to
extract the intended information types, such as symptoms,
treatment, or exams and tests.
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(3) Metadata-Aware Query Constructor : Based on the user’s per-
missions and the extracted qtypes, a metadata filter is con-
structed. If any qtypes in the query fall outside the user’s
access rights, they are excluded from the query. In such cases,
a fallback filter is built using only permitted types, and the
system can optionally append a warning message to inform
the user about restricted access.

(4) Vector Database Search: The structured query, which includes
both the search vector and metadata filters, is executed
against the vector database. Only chunks that satisfy both
semantic similarity and metadata constraints are retrieved.

(5) LLM Response Generation: The retrieved chunks are passed to
the LLM along with the original query to generate a natural
language response that respects both context and access
policies.

3.3 Role-Based Access Control Overview
The access control model is based on Role-Based Access Control
(RBAC). Each user is assigned a role (e.g., patient, doctor, researcher,
admin), and each role has access to a predefined set of qtypes.
These permissions determine what types of information the user
is allowed to retrieve. The admin role is granted full access across
all categories, while others are restricted to only those qtypes
necessary for their responsibilities. This ensures compliance with
principles such as least privilege and regulatory requirements like
the HIPAA Minimum Necessary Rule [13].

4 Proof-of-Concept Implementation
We built a proof-of-concept system to validate the proposed ap-
proach in a controlled environment. The implementation uses a
medical QA dataset along with simulated user roles to test access
control behavior. We use gpt-3.5-turbo [25] for query interpre-
tation because it balances strong language understanding with low
cost, making it suitable for interactive use. For retrieval, we use
all-MiniLM-L6-v2 [1], which offers competitive semantic search
accuracy with low latency and a small embedding size (384-d) that
keeps the index fast and compact. The embeddings are stored in
Qdrant [29], chosen for its efficient approximate nearest neighbor
search and built-in metadata filtering, which allows access control
policies to be applied directly during retrieval. This setup shows
that combining metadata filtering with role-based access control
can enforce security while preserving the relevance and quality of
responses.

4.1 Dataset and Preprocessing
We used a filtered subset of the MedQuAD dataset [7], originally
containing 47,457 question-answer (QA) pairs across 37 medical
categories from 12 NIH-affiliated sources. For our experiments,
we excluded three subsets with missing or incomplete answers:
10_MPlus_ADAM_QA, 11_MPlusDrugs_QA, and 12_MPlusHerb-
sSupplements_QA. The resulting dataset contains 16,412 QA pairs
across 16 medically meaningful question types (qtypes), as shown
in Table 1.

Each QA pair is treated as a chunk, with metadata extracted
from XML attributes (qid, qtype). We use QA-pair granularity
because each pair in MedQuAD is self-contained, with minimal

Question Type QA Pairs

Information 4540
Symptoms 2748
Treatment 2442
Inheritance 1446
Frequency 1120
Genetic changes 1087
Causes 727
Exams and tests 653
Research 395
Outlook 361
Susceptibility 324
Considerations 235
Prevention 210
Stages 77
Complications 46
Support groups 1
Total 16,412

Table 1: Distribution of selected question types in the filtered
MedQuAD dataset

dependency on other pairs. This reduces noise during retrieval and
aligns naturally with themetadata categories (qtype). In preliminary
trials, finer-grained sentence-level chunking fragmented context
and lowered answer correctness, while coarser multi-pair chunking
increased the retrieval of irrelevant information. The chunks are em-
bedded into 384-dimensional vectors using the all-MiniLM-L6-v2
model described earlier and stored in Qdrant along with metadata
payloads, enabling metadata-constrained retrieval during querying.

4.2 RBAC Policy Implementation
We implement role based access control (RBAC) using an SQLite
database. Each user is assigned a role such as patient, doctor, re-
searcher, or admin. For each role, we define a specific set of accessi-
ble question types (qtypes) based on realistic information sharing
practices in healthcare. Access permissions are structured as fol-
lows:

(1) Patients can access general and non-sensitive categories,
including information, prevention, support groups, and con-
siderations.

(2) Doctors can access all categories available to patients, along
with additional clinical types such as symptoms, treatment,
and exams.

(3) Researchers can access content related to scientific inquiry,
including research, genetic changes, causes, and outlook.

(4) Admins have unrestricted access to all categories.

4.3 Query Execution Workflow
When a user submits a question, the system performs the following:

(1) Extracts the relevant qtype from the query using GPT-3.5.
(2) Retrieves the user’s role and associated access policy from

the SQLite RBAC database.
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(3) Filters the vector database using both semantic similarity
and the set of permitted qtypes.

(4) Retrieves the top ranked chunks that satisfy both the simi-
larity and access constraints.

(5) Combines the filtered context with the original query to
form the input prompt for response generation.

(6) If no accessible content remains after filtering, a warning
message is returned instead.

Example: A patient asks, “What is the ICU protocol for treating acute
respiratory distress syndrome?” The system classifies the query type
as treatment, which is restricted for the patient role when it con-
tains advanced clinical procedures and medication dosages that
could be unsafe without medical supervision. Access is denied,
and the following message is returned: “This treatment information
is intended for healthcare professionals. Please consult a qualified
clinician.”

4.4 System Demonstration
To validate behavior across user roles, we tested several scenarios
with simulated users. Table 2 summarizes selected queries and how
the system enforced access control.

Table 2: Representative queries and system behavior by user
role

Query Role System Response
What are the symptoms of Adult Acute
Lymphoblastic Leukemia?

Patient Answer returned (qtype: symptoms — al-
lowed)

What are the treatments for Age-related
Macular Degeneration?

Patient Access denied (qtype: treatment — not al-
lowed)

what research (or clinical trials) is being
done for Age-related Macular Degenera-
tion?

Patient Access denied (qtype: research — not al-
lowed)

What are the treatments for Age-related
Macular Degeneration?

Doctor Answer returned (qtype: treatment — al-
lowed)

what research (or clinical trials) is being
done for Age-related Macular Degenera-
tion?

Researcher Answer returned (qtype: outlook — al-
lowed)

What are the treatments for Age-related
Macular Degeneration?

Researcher Access denied (qtype: treatment — not al-
lowed)

These cases demonstrate the prototype’s ability to dynamically
enforce role-specific access policies while maintaining the qual-
ity and relevance of allowed content. Figure 2 shows the system
interface enforcing access control for different user roles.

4.5 Evaluation Setup
We evaluate the system using the filtered MedQuAD dataset in-
troduced in Section 4, which includes 16,412 QA pairs across 16
question types (qtype). Each QA pair is embedded and stored in a
vector database (Qdrant) along with its metadata.

Access control policies are defined for four user roles: patient,
doctor, researcher, and admin. To assess the impact of metadata
filtering and role-based enforcement, we compare two system vari-
ants:

• Baseline RAG: Retrieves relevant chunks based on semantic
similarity only, without considering access control.

• Metadata-filtered RAG (ours): Applies both semantic similar-
ity and metadata constraints derived from the user’s role
and the extracted qtype.

Figure 2: System demonstration of access control in different
roles.

4.6 Access Control Enforcement
To evaluate access control, we submitted a set of queries from
different user roles targeting various question types. For each query,
we recorded whether the returned content adhered to the role’s
access permissions.

Table 3: Access Control Enforcement: Example-Based Com-
parison

Query Scenario Baseline RAG (No Access Con-
trol)

Our System (RBAC + Metadata)

Receptionist asks: “What treat-
ment has Liam Gonzalez re-
ceived?”

Treatment info retrieved — unautho-
rized.

Access denied. Only basic info re-
turned.

Patient asks: “How is Kaposi Sar-
coma diagnosed?”

Full diagnostic info returned. Access denied. Exams and tests not
available to patients.

Researcher asks: “What symp-
toms are common in early-stage
AML?”

Symptom details retrieved. Access denied. Role does not permit
access to symptom data.

Doctor asks: “What are the billing
details for Layla Gomez?”

Billing info exposed. Access denied. Financial data not ac-
cessible to doctors.

These examples demonstrate that without access control, RAG
systems pose serious privacy risks. Our system mitigates this by
ensuring that only authorized content is retrieved, enforcing com-
pliance with role-based policies.

4.7 Retrieval and Answer Quality
We evaluated the impact of metadata filtering on the retrieval and
answer quality using 500 randomly selected question–answer pairs
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from the MedQuAD dataset, with both systems using the same
embedding and language models to isolate the effect of metadata
constraints. The same set of pairs was used for both the baseline
and our system evaluations, with the only difference being the
application of metadata-based filtering during retrieval.

Metrics. We evaluate the generated responses using metrics from
the RAGAS framework1, focusing on Context Precision (ConRel)
and Answer Correctness (AnsCor). Context Precision measures the
proportion of relevant statements within the retrieved context, indi-
cating how focused and useful the retrieval is. Answer Correctness
assesses the factual and semantic alignment between the generated
answer and the ground truth, using a weighted scoring scheme to
reflect overall response accuracy.

Results. As shown in Table 4, the metadata-filtered system out-
performs the baseline in both metrics. It consistently retrieves more
relevant content and produces more accurate answers. For example,
when asked about symptoms, our system retrieves only context
chunks labeled as symptoms, leading to more precise responses.
In contrast, the baseline may include tangentially related but less
useful content.

Both systems achievedmoderate correctness scores, partly due to
the detailed and lengthy nature of MedQuAD’s reference answers.
Generated outputs tend to be shorter and more concise, which can
lower measured correctness even when key information is included.

Table 4: Evaluation results on 500 QA pairs from MedQuAD

System Context Precision Answer Correctness (AnsCor)
Baseline (no metadata filtering) 0.8918 0.4895
Our system (with metadata filtering) 0.9532 0.5621

5 Limitations and Future Directions
As a proof-of-concept, this work focuses on illustrating the feasi-
bility of integrating access control into Retrieval-Augmented Gen-
eration. While effective in demonstrating core ideas, certain sim-
plifications were made that may not fully reflect the complexity of
real-world applications.

Our prototype simplifies several challenges to emphasize se-
cure and accurate retrieval. Metadata extraction currently relies
on GPT-3.5, and access control policies are illustrative rather than
comprehensive. Deploying this system in real healthcare institu-
tions may introduce additional challenges such as heterogeneous
data formats, stricter regulations, and integration with existing
systems. Future work could explore more efficient metadata extrac-
tion, benchmark optimized RAG components (e.g., rerankers), and
evaluate responsiveness and user experience alongside retrieval
accuracy on larger, real-world datasets.

6 Conclusion
This paper highlighted the importance of integrating access control
into Large Language Models (LLMs) for managing sensitive orga-
nizational data. We presented a Retrieval-Augmented Generation
(RAG) framework that combined fine-grained Role-Based Access

1https://docs.ragas.io/en/v0.1.21/concepts/metrics/index.html

Control (RBAC) with metadata filtering to ensure that retrieved
content was both semantically relevant and access-compliant. By
incorporating user intent and metadata constraints directly into
the retrieval stage, our system improved both security and the
contextual quality of LLM-generated responses.

We validated the proposed framework with a proof-of-concept
implementation in the healthcare domain, using the MedQuAD
dataset. Our evaluation demonstrated that metadata filtering en-
hanced retrieval precision and answer correctness while enforcing
strict access control policies.

All code, evaluation data, and implementation scripts are publicly
available on Figshare2 and GitHub3, supporting reproducibility and
future research.
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